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ABSTRACT 

Mobile Ad hoc Networks (MANET) are selfconfiguring, 

infrastructureless, dynamic wireless networks in which the nodes are 

resource constrained. Intrusion Detection Systems (IDS) are used in  

MANETs to monitor activities so as to detect any intrusion in the otherwise vulnerable 

network in this paper; we present efficient Schemes for analyzing and optimizing the time 

duration for which the intrusion detection systems need to remain active in a mobile ad hoc 

network. A probabilistic model is proposed that makes use of cooperation between IDSs 

among neighborhood nodes to reduce their individual active time. Usually, AN ID has to run 

all the time on every node to oversee the network behavior. This can turn out to be a costly 

overhead for a battery-powered mobile device in terms of power and computational 

resources. Hence, in this work our aim is to reduce the duration of active time of the IDSs 

without compromising on their effectiveness. To validate our proposed approach, we model 

the interactions between IDSs as a multi-player cooperative game in which the players have 

partially cooperative and partially conflicting goals. We theoretically analyze this game and 

support it with simulation results.  

 

KEYWORDS: A mobile ad hoc network (MANET) is a self-organized collection of mobile 

nodes. 

 

INTRODUCTION 

A mobile ad hoc network (MANET) is a self-organized collection of mobile nodes which 

communicate with each other without the help of any fixed infrastructure or central 
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coordinator. . MANET is actually self organizing and adaptive networks that can be formed 

and deformed on-the-fly without the need of any centralized administration. Otherwise, a 

stand for “Mobile Ad Hoc Network” A MANET is a type of ad hoc network that can change 

locations and configure itself on the fly. Because MANETS are mobile, they use wireless 

connections to connect to various networks. This can be a standard Wi-Fi connection, or 

another medium, such as a cellular or satellite transmission. A node can be any mobile device 

with the ability to communicate with other devices. In a MANET, a node behaves as a host as 

well as a router. A node intending to communicate with another node that is not within its 

communication range, takes help of intermediate nodes to relay its message. The topology of 

the network dynamically changes over time as nodes move about, some new nodes join the 

network or few other nodes disengage themselves from the network. MANETs have distinct 

advantages over traditional networks in that they can easily be set up and dismantled, apart 

from providing flexibility as the nodes are not tethered. Besides being operable as a stand-

alone network, ad hoc networks can also be attached to the Internet or other networks, there 

by extending connectivity and coverage more importantly to areas where there are no fixed 

infrastructures. Present and future MANET applications cover a variety of areas. One 

important application scenario is vehicular ad hoc network (VANET). VANET is a self-

configuring network of moving vehicles (i.e., a vehicle is a node) although the movement 

pattern of nodes are restricted by the road course, traffic regulations, etc. VANET is a 

promising technology that has tremendous potential to improve vehicle and road safety, 

traffic efficiency and convenience.
[1,2] 
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Structure of MANET 

1.1 How MANET works? 

The purpose of the MANET working group is to standardize IP routing protocol functionality 

suitable for wireless routing application within both static and dynamic topologies with 

increased dynamics due to node motion and other factors. 

 

Approaches are intended to be relatively lightweight in nature, suitable for multiple hardware 

and wireless environments, and address scenarios where MANETs are deployed at the edges 

of an IP infrastructure. Hybrid mesh infrastructures (e.g., a mixture of fixed and mobile 

routers) should also be supported by MANET specifications and management features. 

Using mature components from previous work on experimental reactive and proactive 

protocols, the WG will develop two Standards track routing protocol specifications:  

 Reactive MANET Protocol (RMP) 

 Proactive MANET Protocol (PMP)  

 

If significant commonality between RMRP and PMRP protocol modules is observed, the WG 

may decide to go with a converged approach. Both IPv4 and IPv6 will be supported. Routing 

security requirements and issues will also be addressed. 

 

The MANET WG will also develop a scoped forwarding protocol that can efficiently flood 

data packets to all participating MANET nodes. The primary purpose of this mechanism is a 

simplified best effort multicast forwarding function. The use of this protocol is intended to be 

applied ONLY within MANET routing areas and the WG effort will be limited to routing 

layer design issues. 

 

The MANET WG will pay attention to the OSPF-MANET protocol work within the OSPF 

WG and IRTF work that is addressing research topics related to MANET environments. 

 

2. Characteristics of MANET’s 

 In MANET, each node acts as both host and router. That is it is autonomous in behavior.  

 Multi-hop radio relaying- When a source node and destination node for a message is out 

of the radio range, the MANETs are capable of multi-hop routing. 

 Distributed nature of operation for security, routing and host configuration. A centralized 

firewall is absent here. 
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 The nodes can join or leave the network anytime, making the network topology dynamic 

in nature. 

 Mobile nodes are characterized with less memory, power and light weight features. 

 The reliability, efficiency, stability and capacity of wireless links are often inferior when 

compared with wired links. This shows the fluctuating link bandwidth of wireless links. 

 Mobile and spontaneous behavior which demands minimum human intervention to 

configure the network. 

 All nodes have identical features with similar responsibilities and capabilities and hence it 

forms a completely symmetric environment. 

 High user density and large level of user mobility. 

 Nodal connectivity is intermittent. 

 

2.1 Infrastructure-based Networks 

 Fixed backbone 

 Nodes communicate with access point 

 Suitable for areas where APs are provided 

 

2.2 Infrastructure-less Networks 

 Without any backbone and access point 

 Every station is simultaneously router 

 

2.3 Nodes 

 limited resources 

 dynamic topology 

 Address assignment 

 

2.4 Wireless channels 

 relatively high error rate 

 high variability in the quality 

 low bandwidth 

 broadcast nature 

 security aspect 

 

2.5 Advantages of MANET’s 

 Wireless communication 
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 Mobility 

 Do not need infrastructure 

 but can use it, if available 

 small, light equipment  

 

2.6 Disadvantages of MANET’s 

 Wireless Communication reliability, bandwidth 

 Mobility partitioning 

 Cannot count on infrastructure 

 Small, Light equipment Limited resources(memory, battery power) 

 

3. Types of MANET 

There are different types of MANETs including: 

 In VANETs – Intelligent vehicular ad hoc networks make use of artificial intelligence to 

tackle unexpected situations like vehicle collision and accidents. 

 Vehicular ad hoc networks (VANETs) – Enables effective communication with another 

vehicle or helps to communicate with roadside equipments. 

 Internet Based Mobile Ad hoc Networks (iMANET) – helps to link fixed as well as 

mobile nodes. 

 

4. Proposed Work 

Cooperative game theory can be used to model situations in which players coordinate their 

strategies and share the payoffs between them. The output of the game (individual payoffs 

that players receive) must be in equilibrium so that no player has incentive to break away 

from the coalition.
[33,35]

 The game settings in all the earlier game-theoretic work on IDS 

involves two sets of opposing players, the nodes/IDSs and the attacker/defaulters. In our 

work, we have set a game that involves players (IDSs sitting in neighboring nodes) 

cooperating to achieve a common goal (i.e., to monitor a single node). To the best of our 

knowledge, we have not come across any work on cooperating IDSs (to get a security versus 

energy tradeoff) that models such a situation using game theory. We have presented such a 

cooperative multi-player game to model the interactions between the IDSs in a neighborhood 

and used it to validate our proposed probabilistic scheme. The contributions of this paper are 

summarized as follows: 
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1. We present a novel technique, based on a probabilistic model, to optimize the active time 

duration of intrusion detection systems (IDSs) in a MANET. The scheme reduces the 

IDSs’ active time as much as possible without compromising on its effectiveness. 

2. To validate our proposed approach, we also present a multi-player cooperative game that 

analyzes the effects of individual intrusion detection systems with reduced activity on the 

network. 

3. Through simulation we show that a considerable saving in energy and computational cost 

is achieved using our proposed technique of optimizing the active time of the IDSs while 

maintaining the performance of the IDS. 

4. The proposed scheme uses local information, thus making it distributed and scalable. 

Moreover, it works on both static and mobile networks.  

 

CONCLUSION 

In this project we have proposed an efficient way of usingintrusion detection systems (IDSs) 

that sits on every node of a mobile ad hoc network (MANET). We first present the 

minimization of the active duration of the IDSs in the nodes of a MANET as an optimization 

problem.We then described a cooperative game model to represent the interactions 

betweenthe IDSs in a neighbourhood of nodes. The game is defined in such a way that the 

primary goal of the IDSs is to monitor the nodes in its neighbourhood at a desired security 

level so as to detect any anamolousbehaviour, whereas, the secondary goal of the IDSs is to 

conserve as much energy as possible. To achieve these goals, each of the nodes has to 

participate cooperatively in monitoring its neighbour nodes with a minimum probability. We 

then develop a distributed scheme to determine the ideal probability with which each node 

has to remain active (or switched on) so that all the nodes of the network are monitored with 

a desired security level. The evaluation of the proposed scheme is done by comparing the 

performances of the IDSs under two scenarios: (a) keeping IDSs running throughout the 

simulation time and (b) using our proposed scheme to reduce the IDS’s active time at each 

node in the network. From the simulation results we observe that the effectiveness of the 

IDSs in the network is not compromised while using the proposed scheme, rather, there is 

considerable reduction of energy consumption in each of the nodes that increases the network 

lifetime significantly. Here we have assumed a homogeneous network in a way that all the 

nodes have the same capacities in terms of their computational andenergy resources. In future 

we wish to extend our model toaccommodate a heterogeneous network. 
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