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ABSTRACT

Intelligent lighting systems powered by Internet of Things (loT)
technologies offer scalable and energy-efficient solutions for public
infrastructure. This study presents the deployment of a smart lighting
system at the Tecnoldgico Nacional de México Campus Saltillo,
integrating UbiCell UGU controllers via seven-pin NEMA receptacles
and LTE-M (CAT-M1) connectivity. Real-time diagnostics are
transmitted to the Ubicquia UbiVu platform through secure APIs,
enabling alerts for power loss, disconnection, and driver failure. The
system includes a cloud-based dashboard built with Node.js, Express,
Nginx, and Bootstrap, connected to a Docker-deployed SQL Server
database. Users can manage sensors, roles, and API credentials,
visualize luminaires on a geospatial map using Leaflet.js, and access
live energy metrics through Ubicquia’s public API. Remote control of
luminaires is supported via authenticated POST requests. Validation in
a real-world campus environment demonstrated improved energy
monitoring, reduced manual inspections, and strengthened operational

reliability. The system establishes a technical foundation for broader

urban applications in smart infrastructure management.
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1. INTRODUCTION

Urban growth has driven the adoption of smart technologies like Smart Public Lighting (SPL)
systems to optimize energy consumption. Recent studies demonstrate their effectiveness:
Sanchez Sutil and Cano-Orteg achieved 35% energy savings in Spain, while Manyake and
Mathaba confirmed reductions of up to 50% in South Africa. However, limitations persist,
such as the lack of real-time interactive visualization or the inability to detect vandalism and
technical failures In Latin America, projects like NEC’s in Chile showed progress but failed

to incorporate predictive analytics.

This research proposes a comprehensive solution: a georeferenced dashboard with dynamic
energy consumption charts and an early-warning system for tilt anomalies, electrical faults,
and wiring theft. Unlike previous studies, it combines proactive management and real-time

decision-making, critical for complex urban environments.

At Tecnoldgico Nacional de México, Campus Saltillo, the absence of automated monitoring
leads to reactive maintenance, high energy costs, and a lack of air quality data. Our
hypothesis states that an LTE-M-based IoT system will improve fault detection by 50% while
providing real-time environmental metrics. Objectives include designing a remote-control
platform, integrating energy-monitoring sensors, and validating the system on campus to

promote efficiency and sustainability.

2. MATERIALS AND METHODS

2.1 Materials

To develop the intelligent public lighting system (API), 1oT components based on LTE-M

(CAT-M1) technology were used, including:

e UbiCell UGU Controller: An industrial-grade device that monitors real-time parameters
such as tilt, vibration, power quality, and electrical consumption in luminaires.
Compatible with DALI, 0-10V, and D4i protocols, offering 0.5% measurement accuracy
and overvoltage protection (20 kV/10 kA).
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Figure 1: UbiCell UGU Controller.

« NEMA Connectors: Standardized interfaces for public lighting, available in 3-, 5-, or 7-

pin configurations, enabling dimming control and RF Mesh-based communication (Gong,
2025).
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Figure 2: Nema ANSI.

e UbiVu Platform: A cloud-based asset management system offering interactive

dashboards, predictive analytics, and proactive alerts for technical faults. Certified under
ISO/IEC 27001 cybersecurity standards.
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Figure 3: UbiVu Dashboard.

2.1.1 Tecnologia LTE-M (CAT-M1)

This LPWAN standard operates within licensed LTE bands, optimizing energy consumption
and signal coverage (Chaudhari & Zennaro, 2020). Key features include:

e Low latency (15-30 ms) with strong indoor signal penetration.

e Extended battery life (up to 10 years using AA batteries).

e Scalability: Supports over 100,000 devices per base station.

e Compatibility with 5G-10T and NB-10T networks.

Parameter LTE-M | Standard LTE
Data Rate (Mbps) 0.375-1 10-326.5
Energy Consumption | Ultra-low Moderate
Indoor Coverage High Medium

2.1.2 Software Infrastructure

o Backend: Built using Node.js and Express.js for RESTful APIs, with PM2 process
manager for production-grade deployment.

e Frontend: Dashboard developed with Bootstrap, enabling real-time data visualization
(georeferenced maps, dynamic charts).

« Database: Microsoft SQL Server, managed using SQL Server Enterprise Manager.

e Web Server: NGINX configured as reverse proxy and load balancer.

e Security: HTTPS/TLS protocol with AES-256 encryption and SSL certificates.
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2.1.3 Virtualization

Oracle VirtualBox: Used to deploy virtual machines on Ubuntu Server environments,
optimized using Vagrant for automated provisioning.
Operating System: Ubuntu Server 22.04 LTS, supporting Docker, Kubernetes, and built-

in monitoring tools.

3. RESULTS AND DISCUSSION
3.1 RESULTS
Figure 4 illustrates the system's integration, showcasing a streamlined network architecture

composed of a minimal set of components for simplified implementation and operation. The

system includes:

Lighting Controller: Responsible for collecting and transmitting operational data from
each luminaire—such as on/off/dimmed status, power consumption, GPS location, and
usage hours. It also detects anomalous events such as tilt due to impact, unscheduled
switching, power loss, wiring faults, voltage drops, driver malfunctions, and potential
cable theft.

UbiVu Control Panel: A dashboard-style interface that receives data from the controller
and supports remote node control via APl commands (Ubicquia, n.d.)

APIs: Serve as integration bridges between the controller and UbiVu panel, enabling real-
time transmission of luminaires’ status, energy usage, alerts, and location data. They also
facilitate remote command execution from the dashboard to the controller for centralized

lighting system management (Red Hat, 2023).
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Figure 4: System architecture.
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After deploying the intelligent lighting system, a network of controllers, dashboards, and
communication mechanisms was configured to support remote operation and real-time data

analysis.

To simulate and deploy the backend, a virtual machine was configured in VirtualBox with the
following specifications:
e Ubuntu Server OS with XFCE graphical environment (installed via xubuntu-desktop) and

LightDM session manager.

Servidor-local ® en @ o04jun,2300 O

Figure 5: Successful Ubuntu Server execution.

o Dual network interfaces: NAT for internet access and Bridged for local communication

with the campus network.

Essential backend tools installed and configured

e« NGINX: Set as a reverse proxy for Node.js running on port 3000; UFW firewall rules
enabled necessary traffic.

e Node.js & npm: Used to initialize the backend project and integrate the Express

framework.
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Netplan: Configured to assign a static IP to the enp0s8 interface for reliable local
connectivity.

PMZ2: Maintains the backend application as a persistent service.

Docker & SQL Server 2022: SQL Server deployed in a container; additional tools
(mssgl-tools and unixodbc-dev) installed to manage database operations and backend

integration.

The system uses a relational database model with core tables including Usuario, Luminarias,
Registro_consumo_fechas, Rol, and CONFIG_NODE, all defined with foreign keys to
preserve referential integrity. Communication with the database is handled via SQL client

queries through dedicated configuration files and API endpoints.

-

Usuario
# idUsuario: INTEGER

-

COMFIG_MNODE

# idCONFIG_NODE: INTEGER
@ CLIENT_ID: VARCHAR
< CLIENT_SECRET: VARCHAR

% Nombre: VARCHAR(30)
& Apelidos: VARCHAR(30)
@ Correo: VARCHAR(35)

Rel 04

% Telefono: NUMERIC
< Password_2: VARCHAR

rol
# idrol: INTEGER
< idUsuario: INTEGER (FK)

Rel 01

0 Q % nombre_rol: VARCHAR(50)
Luminarias =
# idLurminarias: INTEGER
& COMNFIG_NODE_idCONFIG_MODE: INTEGER (FK)
@ idUsuario: INTEGER (FK)
< Estado: BOOL
<& token: VARCHAR
@ numeroLuminaria : INT Rel 02

<

Registro_consumo_fechas =

% idRegistro_consumo_fechas: INTEGER
% idLuminarias: INTEGER (FK)

4 fecha_consumo: DATE

< consumo_energia: INTEGER

Figure 6: Relational model of the database.

Authentication and User Management
Login validation using fetch, with local storage of user ID and role.

e Role-based permissions where only administrators can perform create, update, and delete
operations.

Dynamic CRUD interface for managing users via linked API endpoints.

Credential management is handled through modal forms built with Bootstrap, connected

to dedicated endpoints that allow credential validation, updates, and retrieval.

For sensor assignment and management

Token-to-luminaire linking is implemented with duplicate validation mechanisms
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o Token removal is logical—tokens are disabled without deleting their associated records

e Query endpoints are available to verify tokens linked to each luminaire

Geospatial visualization and control are supported via an interface built with Leaflet.js and
OpenStreetMap, where each luminaire is represented by an interactive marker displaying live
data in a side panel. The backend retrieves stored data via specific endpoints, and also fetches
real-time metrics (e.g., consumption, voltage, status, alerts) directly from the node using the
Ubicquia API, authenticated through credentials client_id, client_secret, and NODE_ID.

Finally, the system supports remote control of luminaires (on/off) through authenticated
POST requests.

This set of results demonstrates the successful integration and operational performance of the
system, enabling efficient monitoring, control, and dynamic remote management of smart

lighting infrastructure.
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Figure 7: Luminaire control visualization.
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CONCLUSIONS

An intelligent lighting system was developed to provide geospatial location and real-time
operational data for luminaires across the Tecnoldgico de Saltillo campus. Through an
interactive web-based map, the system displays status indicators (on/off) and associated
metrics for each node. It also enables remote switching control directly from the interface.
Sensor assignment and power-loss conditions are monitored and logged. User access is
protected through role-based permissions, limiting administrative actions to authorized users.
Although automatic alert notifications for abnormal conditions have not yet been
implemented, the system serves as a solid and scalable foundation for future enhancements in

smart lighting management.
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