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example design and validation of authentication and trust architectures.

Because of these important uses it is necessary that users be able to

estimate the efficiency and security of cryptographic techniques. It is

ot sufficient for them to know only how the techniques work. One of the most useful of these
structures is that of finite fields which are perfectly connected to these primitive elements.
Indeed, every finite field is commutative and admits a primitive element. In this paper, we

effectively determinate the primitive elements of finite fields F, where p = 1 +2" is a
prime number. We show that 1) if p is a prime number then p is a Fermat prime number; 2) g

is a primitive element of F, if and only if g is not a quadratic residue modulo p; 3) the

2n+1
3

elements modulo p for all neN are the primitive elements of F, with p > 3;and 4) 2 is

a primitive element of F, ifand only ifn = 1 (iep = 3 ).

KEYWORDS: Modern cryptographic techniques, elliptic curves, finite fields, primitive

elements.

I. INTRODUCTION, NOTATIONS AND BACKGROUNDS
We start this section by introduce the notations and terminologies that will be used
throughout this paper.
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F, . The finite field of order a prime number p.
» : The cyclic multiplicative group of all nonzero elements in F,, of order p-1.
ged(k, m): The greatest common divisor of positive integers k and m.
Gp . The set of all primitive elements of FF,.
Sp . The set of all quadratic residues mod p.
@() : The Euler’s function and ¢ (m) indicates the number of integers k with
1 <k < mand gcd(k; m) =1.

(S) . Legendre symbol where p is an odd prime number and a € Z.
|A| . The number of elements of a finite set A.

A\B : {x€A;x € B}.
{a) . {a*; k € Z} The multiplicative group generated by a.
@(a) : The order of a.

mod : modulo.

If {a*; k € Z} is a finite set then {(a) is a cyclic group of order m, where m denotes the
number of elements of {a}. In this case {a) = {1, ...,a™ 1} with a™ = 1. Then its order is

called the order of a. Otherwise, a is called an element of infinite order.

The theory of finite fields is a branch of modern algebra and the finite fields are one of the
most beautiful algebraic structures. They are the basis of many algorithmic applications,
notably in cryptography, IT security, combinatorics, coding theory and correcting codes.™”?
Today cryptology (cryptography and cryptanalysis), computer science and IT security are
linked. We can say that the development of computers is at the origin of a new face of
cryptology. This has led researchers in a natural way to consider methods based on some
specified function fields in order to construct cryptographic schemes, such as schemes for
unconditionally secure authentication, traitor tracing, secret sharing, broadcast encryption and

secure multicast.l*®!

Currently, most of the designers in modern cryptography are based on number theory to
develop and approve computer security management protocols, in particular, the key
exchange protocols of Diffie Hellman, the encryption protocols of EIGamal and the DSA
signature protocol™™® and'®; and cryptographic hash functions. However, the links between
these two areas are deeper. The development of modern cryptography has taken place in
parallel with developments and central questions in number theory. Indeed, these protocols
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are based on the knowledge of the primitive elements of [, and their security levels relate to

the study of the problem of the discrete logarithm in the multiplicative group of invertible
elements of a finite fields and the problem of Cryptosystems using the discrete logarithm[*!
and."! Hence the interest of a deep study of their structures, namely, the effective

determination of their primitive elements, which is our objective in this paper in the case

wherep = 1 + 2" is a prime number.

In this paper we determinate the primitive elements of finite fields F, wherep =1 + 2" isa

prime number. We show that:
1) If pis a prime number, then p is a Fermat prime number.
2) g isaprimitive element of F,, if and only if g is not a quadratic residue modulo p;

+
32n 1

3) The elements mod p for all n N are the primitive elements of F,, with p > 3;

4) 2isaprimitive element of F, ifand only ifn =1 (iep =3).
We refer to [1], [2], [9], [12], [13], [14], [16], and we deduce the following results.
Theorem 1.1. Every finite field is commutative and admits a primitive element.

Definition 1.1. For a nonnegative integer k, the k™ Fermat number F, is defined by

F, =22 +1.

Theorem 1.2. Let (G; .) be a finite group and g € G. Then for all k € N,

6(g)

R ICICON)

Theorem 1.3. Let K be a finite field with g elements. Then for any divisor d of g — 1 there

are exactly ¢(d) elements of order d in the unit group K™ .

Corollary 1. If K is a finite field with g elements, then its unit group K~ is cyclic of order

q — 1. It has exactly @ (g — 1) generators.

Lemma 1.1.

@(n) :{

(p—1pm1 If n = p™ where p is a prime number

¢ () (1) Ifn = st where ged(s,t) = 1.
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Corollary 2. Let g € F, and neN. n is the order of g if and only if g™ = 1 mod p and

g? # 1 mod p for each prime divisor p of n.

Definition 1.2. Let g € F,. g is a primitive element of [, if the order of g in the units’ group

F,isp —1.
Lemma 1.2. The number of all primitive elements of F, is ¢(q — 1): |G,| = @(p — 1).

Proposition 1.1. The number of squares in F,, is pT_l for all odd prime number p: \Sp \ = %

Theorem 1.4. If @ and n are relatively prime, then a®™ = 1 mod n.

Definition 1.3. In modular arithmetic, we say that a natural integer g is a quadratic residue
modulo p if there exists an integer x such that: x> = g mod p. In the opposite case, we say

that g is a quadratic nonresidue modulo p.

In other words, a quadratic residue modulo p is a number which has a square root in modular
arithmetic of modulo p.
Definition 1.4. Let p be a prime number and a € Z. The Legendre symbol (E) defined as

follows:

—1 If ais not a quadratic residue mod p

{ 1 Ifaisaquadratic residue modulo p
0 Ifp divides a

Theorem 1.5. Let p be a prime number and a € Z.

(g) = a% inF,.

Theorem 1.6. Let p and g be two odd prime numbers.

(HE)=n=+

Theorem 1.7. Let n be an odd integer.
“IN (1 Ifn
(?) B {—1 Ifn

(3)2{ 1 Ifn =+1mod8
n —1 Ifn = +3 mod8

3 mod 4
1 mod 4
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Corollary 3. Let p and g be two odd different prime numbers.

9-

—(3) Ifp=p=3mod4

(g) Otherwise

Corollary 4. Let p and a be two numbers relatively primes.
(a) - (amad p)
P r 7/

II. Primitive elements of finite fields IFp wherep = 1 + 2™ is a prime number

Lemma 2.1. The order of all elements of [F,, is of the form 2% where k € {1, ..., n}.
Corollary 5. For all x € F, we have 8(x) = 8(—x) = 0(p — x).

Proof. We have p—x =x in F, and from lemma 2.1, we deduce that there exists

k € {1,...,n} suchthat 8(x) = 2*. So, we get (—x)zk —x2 =1

Theorem 2.1. Letp = 1 + 2" be a prime number. We then get G, = F,\S,.

Proof. We have G, € F,\S, and |G,| = 2"~*. Hence to prove this theorem it suffices to see

that

F;\S,| = 2" Indeed

[F;\Sp‘ =

F,

—|s,| =2m — 277t = 2771, so we deduce this

theorem.

Corollary 6. Let p =1 + 2™ be a prime number and g € F,. Then g is a primitive element

21‘1—1

of F,, if and only if (f) =g*  =-1modp.

Proof. =) Since g is a prime element of F,, then 8(g) = 2". Therefore, in F,, g¥ =1and
g% #1 for all s€{l,..,.n—1}). And since 1=g?" = (gzn_’)z mod p, implies
(g) = ¢*"" = ~1 modp.

<) We assume that 8(g) = 2° together with s € {1,...,n — 1}, then g%" =1 mod p. SO,

21’1—1—5‘

we get g2 = (g%°) =1 # —1 mod p. Which is absurd.
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Corollary 7. Let x € F,. The elements x2 and p — x? will never be primitive elements of

I,

Proof. Let x € F;. Since (x?)?" ™" = x" = 1 # —1, then x? is not a primitive element of F}

(Theorem 1.5). And by (Corollary 6), we deduce p — x? is also not a primitive element of F;.
p

Lemma 2.2. Let k € IF, such that k is not a perfect square in F,. Then k is a primitive

element of F, if and only if m*k is a primitive element of F,, for all F},.

Proof. Let k € F,. k is a primitive element of F, is equivalent to k2" = —1 modp
(Lemma 2.1). Hence to prove this lemma it suffices to see that:

(mzk)zn—l — mz]’l kz]‘l—l _ kz]’l—l _ _1 mod p_
Lemma2.3. If p =1 + 2™ is a prime number with n = 3, thenn = 0 mod 4.
Proof. Since n = 3, then p is prime with 3 and 5.

Suppose that n is an odd number, thenn = 2m + 1 and
p=1+4+2"=1+22m*1— 14 2 4m = 0mod 3. Therefore 3 divides p = 1 + 2", which

contradicts p and 3 are coprime.

Assume that n = 2 mod 4, then n = 4m + 2 and
p=1+2"=1+2¥M*t2_-14 2 16™ = 0mod 5. Therefore 5 divides p =1 + 2",

which contradicts p and 5 are coprime.
Theorem 2.2. If p = 1 + 2™ is a prime number, then there exists s € N such that n = 27,

Proof. Assume that n = 25(2m + 1) with m € N, and let & = 1 + 2% the Fermat number.
Then 22° = —1 modulo Fs and 22° = 1 modulo Fs. Therefore

25‘+1

p=1+2@m+1) = 1 4 27"m2® _q 4 52"'mp2° — o modulo Fs. Which proves that Fs

divides p. So, we deduce m = 0.

Theorem 2.3. Let p = 1 + 2™ be a prime number. Then 2 €Gp if and only if n = 3.
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Proof. n =3 if and only if p = 1+27 = 1 mod 8 if and only if () =1 if and only if

2
)

2% = 1 mod p ifand only if 2 €Gp.
Theorem 2.4. We have 3 € G, for all prime numberp = 1 + 22" withn = 1.

Proof. Sincep = 1 + 22" withn = 1, then p = 2 mod 3.
Suppose that n = 1, then p = 5. Since 32 = —1 mod 5. We refer to Corollary 6 and we
deduce that 3 € G,.

Suppose that n = 2, then p = 1 mod 8 and ( ) = (M) = (5) = —1. We refer to Theorem

3
P

1.5 and we deduce that 3 € G,.

Corollary 8. We have G, = {32"‘”’1 modp, ke{l,..,2"1— 1}} for all prime number

p =1+ 22" withn = 1.

Proof. We refer to theorems 2.5 and 1.2 and we deduce that

(3% modp, ke (1, .,2n ~1}} G, Since

|{32“1 modp; kef{l,..,2"1— 1}}‘ = 2""1 we refer to theorem 2.4 and lemma 2.1 and

we deduce this corollary.
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