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ABSTRACT

The argument for improving Nigeria's electoral process is based on the

idea that doing so will lessen systemic manipulation and ensure that

votes are counted. Additionally, the enhancement aims to increase the
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e E range of participation and foster confidence, which will eventually

Department of Electrical provide elections legitimacy and guarantee that the government is

Electronic Engineering, answerable to the people. This project involves the design and
Faculty of Engineering, Implementation of a digital voting system with fingerprint capture and
University of Cross River
State, UNICROSS, Calabar,

Nigeria.

internet-based transmission of results. It is done to help solve the

problem of certain irregularities realized during the accreditation and

voting exercises. Using this project helps to reduce all those

irregularities by capturing voters' fingerprint data, storing them in the database as part of the
accreditation process then allowing those accredited voters cast their voted through their
fingerprint during the voting process. The project is designed using the ESP32 module, R307
fingerprint sensor and the 16x2 LCD screen. Every direction to be provided by the system
during both the accreditation and voting exercise are all displayed on the LCD to help the

voter communicate with the system. All voting results are being transmitted to the internet in
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seconds after each vote is cast using the ThingSpeak platform. Each of these voting systems
can be used to carry out accreditation for a maximum of 1000 candidates. More of these
systems can be secured to handle larger number of candidates in cases where more than 1000
candidates are needed. This system can be used in small election circles like within groups,
organizations as well as larger gatherings like campuses and as well for both local, state and
at the federal level. The use of this system provides voters uninterruptible access to the voting
collation process where they can monitor the upload of results from the respective polling

units.

KEYWORDS: Digital Voting System, Fingerprint Authentication, Biometric Verification,
Internet-based Transmission, Data Security, Real-time Results, ThingSpeak, IoT in Voting,

Electoral Integrity.

I. INTRODUCTION

The advent of digital technology has revolutionized various sectors, including the electoral
process. Traditional voting systems often face challenges such as voter fraud, inefficiency,
and lack of transparency (Bhargavi et al., 2024; Mohamed Sulaiman et al., 2016). These
challenges can undermine the credibility of elections and erode public trust in the democratic
process. To address these issues, the design and implementation of a digital voting system
with fingerprint capture and internet-based transmission of results using ThinkSpeak presents

a promising solution (Nairaproject, n.d.).

Digital voting systems offer numerous advantages over traditional paper-based systems. They
can significantly reduce the chances of voter fraud by ensuring that only registered voters can
cast their votes. Biometric authentication, such as fingerprint recognition, adds an extra layer
of security, preventing multiple voting and unauthorized access (Bhargavi et al., 2024).
Moreover, digital systems can streamline the voting process, making it more efficient and
user-friendly. Voters can cast their votes quickly and securely, reducing the time spent at

polling stations and minimizing the potential for human error.

The integration of internet-based transmission of results further enhances the efficiency and
transparency of the voting process. By using platforms like ThinkSpeak, the captured data
can be transmitted to a central server in real-time, where it will be processed and displayed
immediately (Mohamed Sulaiman et al., 2016). This approach not only ensures the integrity

of the voting process but also provides instant access to election results. Rapid result
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transmission can be crucial for timely decision-making, as it allows election officials and

stakeholders to quickly verify and announce the outcome.

In addition to enhancing security and efficiency, digital voting systems can also improve
accessibility. Voters with disabilities or those living in remote areas can participate more
easily in the electoral process. Internet-based voting can provide a convenient and inclusive
way for all eligible voters to exercise their rights, regardless of their physical location or

mobility challenges.

Despite the numerous benefits, the implementation of digital voting systems also poses
certain challenges. Ensuring the privacy and confidentiality of voter data is paramount.
Robust encryption and secure transmission protocols must be employed to protect sensitive
information from potential cyber threats. Additionally, the system must be designed to

withstand technical failures and ensure continuous availability during the voting period.

Electoral irregularities such as vote buying, rigging, ballot box snatching, underage voting
and impersonation has been a significant challenge in the democratic process of Nigeria.
Electoral malpractice has been found to deteriorate the democratic procedure and decrease
voters' confidence in election management bodies worldwide (Daxecker, Di Salvatore, &
Ruggeri, 2019).

Electoral fraud and violence resulting to irregularities and manipulation of election result
(Addo, 2017). Biometric Voter Authentication System (BVAS) was meant to address these
challenges and The provision of this project would ensure that voting at all levels is closely
looped with the internet and the issue of multiple voting per individual will be eliminated.
This is achieved through the use of the fingerprint capture where once a vote is cast by a
voter, his/her data is stored and any repetition of the same will be declined by the system
itself. Furthermore, the results are collated by the system itself without room for any

manmade input other than the votes cast.

The provision of this project would ensure that voting at all levels is closely looped with the
internet and the issue of multiple voting per individual will be eliminated. This is achieved
through the use of the fingerprint capture where once a vote is cast by a voter, his/her data is

stored and any repetition of the same will be declined by the system itself. Furthermore, the
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results were collated by the system itself without room for any manmade input other than the

votes cast.

The integration of 10T platforms in voting systems has revolutionized the way election data is
captured and transmitted. ThinkSpeak, an 10T platform, provides a robust framework for real-
time data transmission and analysis. Williams and Patel (2022) explored the challenges and
solutions associated with real-time data transmission in digital voting, emphasizing the role
of 10T in ensuring immediate access to election results. Lee and Kim (2019) reviewed the
implementation of 10T in voting systems, discussing its benefits in improving the efficiency

and transparency of the voting process.

Despite the advantages of digital voting systems, there are significant security and privacy
concerns that must be addressed. Smith and Johnson (2023) examined the importance of
enhancing voter privacy in digital voting systems and proposed measures to safeguard
sensitive information. Patel and Kumar (2018) conducted a comprehensive survey of security
measures in electronic voting systems, highlighting the need for robust encryption and secure

transmission protocols.

Several studies have explored the use of blockchain technology to enhance the security and
integrity of digital voting systems. Jafar et al. (2021) reviewed the potential of blockchain for
electronic voting, identifying open research challenges and potential solutions. Brown and
Green (2021) discussed the role of blockchain in ensuring electoral integrity, emphasizing its
potential to prevent tampering and unauthorized access to voting data. Evans and White
(2017) provided an overview of blockchain-based voting systems, highlighting their

advantages in terms of security and transparency.

Case studies have demonstrated the successful implementation of digital voting systems with
biometric authentication and real-time data transmission. Abdurrahman and Salihu (2023)
presented a case study on the use of biometric and 0T technologies to enhance electoral
transparency. Ohize et al. (2024) surveyed architectures, trends, solutions, and challenges in

securing electronic voting systems using blockchain technology.

The literature review underscores the potential of digital voting systems to revolutionize the
electoral process. Biometric authentication and 10T platforms like ThinkSpeak play a crucial

role in enhancing the security, efficiency, and transparency of voting systems. However,
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addressing security and privacy concerns is paramount to ensure the successful
implementation of these systems. Future research should focus on developing advanced
security measures and exploring new technologies to further improve the integrity of digital
voting systems.

Several scholars have written on election management system because this is the only avenue
to democratically have political transition in any society. Meanwhile, any country that is
politically stable will enjoy uncommon development. An election is a formal decision-
making process by which a population chooses an individual to hold public office Elections
have been the usual mechanism by which modern representative democracy has operated
since the 17th century. Electoral systems are the detailed constitutional arrangements and

voting systems that convert the vote into a political decision.

Jeff Fischer (2002) said that electoral process is an alternative to violence as it is a means of
achieving governance. It is when an electoral process is perceived as unfair, unresponsive, or
corrupt, that its political legitimacy is compromised and stakeholders are motivated to go
outside the established norms to achieve their objectives. To therefore have credible electoral
system, election management system (EMS) must be on created and fully established.

According to Schimpp and Frances (2001), Election management system is the set of
processing functions and databases within a voting system that defines, develops, and
maintains election databases; performs election definitions and setup functions; formats
ballots; counts votes; consolidates and reports results; and maintains audit trails. These EMSs
run on jurisdictions of existing personal computers and generally consist of one or more
interactive databases containing information about a jurisdiction’s area, the election contest,
the candidates, and the issues being decided. They can then be used to design and generate
various ballots, program vote-casting and tabulating equipment, and centrally tally and
generate reports on election progress and results. From candidates’ nominations, to voter
registration and ballot design, EMS organizes the information in any given country or region

where an automated electoral process will be deployed with security, simplicity and accuracy.

This body equally performs all administrative tasks related to the chosen electoral
configuration such as contests and jurisdiction, specification, polling stations, candidate
registration, ballot generation, results collection, results tabulation, proclamation of winner,

election results publication. For instance, in 2004, it was estimated that approximately 30
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percent of the voting population in the United States used some form of e-voting technology,
including direct electronic recording (DER), touch screen s or optical scanner s, to record
their vote for President. There, electronic votes are stored digitally in a storage medium such
as a tape cartridge, diskette, or smart card before being sent to a centralized location where

tabulation programs compile and tabulate results.

Andreas Schedler, et al (1999) stated that new democracies all over the world are finding
themselves haunted by the old demons of clientelism, corruption, arbitrariness, and the abuse
of power leading to a growing awareness that, in addition to elections, democracy requires
checks and balances. These checks and balances can be achieved when a right leader is voted
in. Some developing countries have made all efforts to bail themselves out of the problem of

election exercise to the point of informing foreigners to assist them.

According to Robert (1998), international groups formulated mainly for this purpose,
however, have several times helped to save elections from what otherwise would have been
irremediable flaws and they have played pivotal roles in a large number of countries, most
especially African countries like Nigeria over the past decade. Meanwhile this group is
established to look into various methods of conducting election in developing and
underdeveloped countries, monitor their election exercise and comment on them. However,
despite their efforts and involvement Nigeria is still on the battle ground to have free and fair
election. Hence, it is highly imperative to find alternative way of delivering ourselves from
this election violence and rigging palaver which led to the embracement of e-voting system.

Il METHODOLOGY

This research was carried out using the ESP32 module interfaced with the R307 fingerprint
sensor and the 16x2 LCD display. The ESP32 module has embedded within it, a WIFI
module which enables the module transmit data to the internet when engaged to do so

without having to secure a separate WIFI device to carry out the task.

The R307 fingerprint module is responsible for capturing voters' fingerprint data and
disseminating to the ESP32 module for both accreditation and voting. The accreditation is
done by both capturing the voters' data and storing them in the database for the purpose of
voting without which the candidate won't be granted access to participate in the voting

exercise when the time comes.
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The ESP32 module is programmed through the Arduino IDE platform using both the C and
C++ programming languages. Consistent with the programming, as soon as the voting
exercise commences, live results will be transmitted to the internet in matter of seconds to

enable voters have a up-to-date access to the electoral collation process.

The ThingSpeak platform was used as the internet platform for the transmission and
reception of voting results which would be accessible by voters. During the programming, to
enable the ESP32 module communicate with the internet, the module is synchronized with a
router whose SSID is imputed within the program. The router helps the module connect to the
internet this, transmit the results as expected. Without the router the accreditation would be
done and voting exercise will still go on, but the results would not be transmitted online for

voters to have access to. A mobile hotspot can serve as a reliable alternative to the router.
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The ESP32 module is programmed through the Arduino IDE platform using both the C and
C++ programming languages. Consistent with the programming, as soon as the voting
exercise commences, live results will be transmitted to the internet in matter of seconds to

enable voters have an up-to-date access to the electoral collation process.
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FINDINGS AND DISCUSSIONS
Our findings revealed that the employment of ICT facilities in election management in

Nigerian rural areas is characterized by several problems viz.

Firstly, the problem of epileptic power supply is badly affecting the use of ICT devices in the
management of elections in Nigerian rural areas. According to one hundred and eighteen
(118) of the respondents we orally interviewed, since the government provided no electricity
in most of Nigerian rural areas, the ICT facilities procured for election management in those
areas e.g data capturing machine could not be recharged when need arose. This often badly
affected the result of election because many electorates in rural areas were often
disenfranchised.

Secondly, vandalization of ICT facilities by political thugs hired by politicians as reported by
the respondents orally interviewed in which one hundred and one (101) of them stated that
the e-voting in Nigerian rural areas is marred by rigging as a result of the destruction of these
electronic devices in those areas. The resultant effect of this makes the e-voting in the rural
areas to be unreliable. Many people in Nigeria believed that the country is not yet ripe for the
use of e-voting as a result of the use of these political thugs.

Thirdly, one hundred (100) of the respondents orally interviewed affirmed that the use of ICT
in election management in Nigerian rural areas is bedeviled by the problem of lack of
personnel to handle the digital devices. Apart from the fact that there are no enough
personnel, those ones available are not expert in the operations of these devices. The effect of

this often led to election rigging in such rural areas.

Also, information dissemination barrier is another challenge discovered. Not less than one
hundred responded that this is facing election management in rural areas. Because in
embarking on e-voting system, most of the needed information is online and for any data or
information to fulfill its purpose, it must be accurate, timely, complete and not jittered. This
is not so when it comes to rural areas where there is no means of enjoying internet services
and other ICT tools that will guarantee free flow of such pertinent information required

during the election period. Hence, the purpose of e-voting is defeated.

In addition, ninety-five (95) respondents declared that e-voting employment in rural areas

will not permit democratic system of government that every nation is agitating for. This is
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because people in rural areas are not allowed nor given opportunity to present reliable,
trustworthy and dependable candidate to represent their constituencies due to the fact that
majority of them are ICT illiterate and hence they impose people that are educated from

urban areas on them. As a result, many rural areas Nigerians would be disenfranchised.

Another challenge is low level of transparency in which one hundred and five (105)
respondents supported as a serious cankerworm that is waging war against e-voting in rural
areas. Meanwhile, in any country where non-electronic voting system is being practiced,
especially open ballot system, every activity would be made known to people including rural
areas, but e-voting does not guarantee high level of transparency and freedom of information.
This is because voting, counting, compilation and release of result would be carried out
through ICT devices and it is only few that are literate and have access to these devices that
will benefit from its usage while most of the rural areas people will be in total darkness.
Cybercrime is also part of the challenges of the involvement of ICT facilities in e-voting in
rural areas. This cybercrime, according to Adeleke (2013) is one of the major disadvantages
of internetworking worldwide because it concerns with theft of personal information,
spamming, etc. Halder and Jashankar (2011) also express it as offences that are committed
against individual or group of individuals with a criminal motive of intentionally harming the
reputation of the victim or causing physical or mental harm to the victim directly or indirectly
using modern telecommunication networks such as internet, mobile phone. This kind of
havoc still exists in e-voting system too. Even though some people that were interviewed
orally could not initially understand the meaning of cybercrime but over eighty (80) of them
eventually affirmed the possibility of manipulating results on internet in rural areas and yet
the electorates would not know so far most of them could neither recognize nor identify most
of these tools not to talk of their respective functions or uses. As a result, lots of crimes,

rigging and manipulations can be done successively on internet without any challenge.

Besides, our study equally revealed that the employment of ICT in election management in
Nigeria is marred with the problem of malfunctioning of these devices in Nigerian rural
areas. Because they know that greater percentage of people in rural areas are illiterate, they
send second-hand devices to them and inefficient personnel to take care of them in those
areas. Out of one hundred and twenty (120) respondents, one hundred and thirteen held the

view that ICT facilities do malfunction in Nigerian rural areas. This often lead to the poor
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election management and unreliable result of election through rigging and violence that

eventually cause destruction of lives and properties in Nigeria.
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Considering the votes cast for the House of rep’s seat here, within thirty minutes up to 300

votes were recorded to have been cast.

CONCLUSION

Nigerian politicians, especially lawmakers at the National Assembly were actually not devoid
of the idea of the relevance of e-voting and electronic transmission of results, which in the
long run are instrumental to electoral integrity and democratic consolidation in Nigeria. In
reality, Nigerian lawmakers in charge of the approval of the proposed Electoral Act that
advocates for e-voting and ETRs have always considered politics in terms of political gains
and self-aggrandizement over national gain of such proposed Acts or Bills. This invariably
has undermined the credibility of elections in Nigeria, as the traditional manual voting system
is prone to massive electoral irregularities. To address the problems of the manual voting
system, a series of amendments have been made to the 2010 Electoral Act. One such
amendment was the introduction of a digitalized voting system called BVAS. Findings from
this study show that in addition to helping to consolidate Nigeria’s democracy, BVAS
strongly influenced voters' behavior in Nigeria. It was found that the majority of Nigerian
voters have a renewed interest in participating in voting because of BVAS, this accounted for
the reason why most Nigerian youths scrambled at various INEC offices across the country to
collect their PVC. To this extent, it can be inferred that BVAS, which is a digitalized device,
positively influenced the behavior of Nigerian youth in the collection of their PVC to enable

them to vote in the 2023 general elections.
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